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Abstract—The deployment of DGs in distribution grid of
electrical network can be made to enhance the availability of
electricity. To distribute the energy over network,
communication between various components is must. This
paper extends the previous work carried out by authors. In this
article, the authors focus on the network layer and propose a
novel approach- Varying IP address for multi-hop Wireless
Mesh Network (WMN). In IPv6 most of the addresses remain
unassigned. The proposed addressing scheme ensures the
considerable reduction in Packet header by reducing address
length. The authors also focus on adapting proposed approach
for existing network topologies. This article also briefs the
suitability of existing routing protocols for proposed
addressing scheme. The authors shrink IPv6 address by 16
bytes and suggest an extension header hence conclude with the
analysis.
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L INTRODUCTION

The IPv4 and IPv6 are designed to carry user data up to
65535 octets. The length of packet header in IPv4 varies
from 20 octets to 60 octets and in IPv6, the packet length is
40 bytes excluding the extension headers. Presently, the
Internet of Things (IoT) with limited computing capability is
used to produce significant data over the network. The
authors focus on aggregation of IoT and Distributed
Generation Systems (DGs) [1] to form multi-hop WMN for
DGs. The length of payload structure [2] for DGs is 16 bytes.
However, it can vary as needed. The authors also focus on
IPv6 protocol header to propose a novel protocol header that
reduces the source and destination address by 8 bytes each
respectively. The proposed protocol is adaptable to existing
topologies by inducing minimal modification. It also defines
a new extension header.

Version (4) Traffic Class (8) | Flow Label (20)

Payload Length (16) | Next Header (8) Hop Limit (8)

Source MAC Address (64)

Destination MAC Address (64)

Extension Headers 1

Figure 1. The proposed packet header.

978-1-5386-7709-4/18/$31.00 (©2018 IEEE

S R Mangalwede
Professor,
Dept. of Computer Science and Engineering,
Gogte Institute of Technology,
Belagavi, Karnataka, INDIA
srmangalwede@gmail.com

The source MAC address [4] and destination MAC
address [4] are mapped with GPS coordinates consisting of 4
byte latitude and 4 byte longitude. The fig. 1 depicts the
structure of proposed IP packet header. The fields namely,
Version, Traffic Class, Flow Label, Payload Length, Next
Header and Hop Limit are similar to the fields defined in
IPv6 packet header. Moreover, the logical address of source
and destination assigned through Location Information
Server instead of respective IP address for routing.

Furthermore, the article elaborates various aspects of
proposed protocol in separate sections. The section II
discusses the limitations of IPv6 addressing. Section III
discusses the extension header of proposed protocol. Section
IV describes the routing mechanism and network discovery.
The section V elaborates benefits of proposed approach over
IPv4. Finally, section VI concludes the work.

I.  ADDRESS PREFIX IN [PV6

The IPv6 address space enables 2'*® addresses that can be
allocated to nodes and set interfaces. However, IPv6
addresses with certain prefix remain unused. It is analyzed
that nearly 72% of the IPv6 addresses are unassigned. The
Table 1 lists the various IPv6 prefixes allocations and
fraction of total address space that are unused.

Table 1. Allocation of Prefixes in IPv6.

Fraction of IPv6

Prefix Address space
0000 0001 17256
0000011, 1111110 | /128 cach
00001, 11110 132 cach
0001, 1110 16 cach

10, 011, 101, 11

010,011, 101, 110 1/8 each

111110 1/64

111111100 1/512
(Source: oracle documentation)

In reality, the proposed approach considers the address
scalability and the address space needed for multi-hop WMN
in the context of DGs deployment on electrical network [1-
3]. This article excludes the unused address space thereby
minimizing traffic overhead.

III. PROPOSED ADDRESSING SCHEME AND EXTENSION
HEADER

The proposed address format is 64 bits long. Like IPv6,
the proposed address acts as an identifier for single node
under unique GPS location. However, the set of nodes can be
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distinguished by Destination Options in proposed packet
header. Unlike in IPv4, the address in proposed format can
be assigned to interfaces, rather than hosts and routers. The
address refers to a single node and hence a node on proposed
network can be identified by any unicast address on the
network. A single address can be assigned multiple
interfaces. The proposed address format consists of different
types: unicast, anycast, and multicast. In proposed addressing
scheme the multicast address replace broadcast address.

The proposed scheme provides sufficient addresses such
that atleast one node can be placed in 1 sq. mt. of area. The
number of nodes per unit area depends on the density of GPS
coordinates per unit area. Moreover, the extension header
enables multiple nodes to have same address but different
Suffix. The nodes with same IP address can be identified
uniquely using Suffix Address. In the proposed addressing
scheme, the node can be identified either by address or by
combining address with interface. Hence, the length of node
identifier increases with increase in number of nodes per unit
geographical coordinates (IP address). If needed, the density
of nodes for a given IP address can be increased up to 65536.
The extension header - Destination Options provides the
details of node density. Practically, the assignment of
hierarchical address involves the accessibility to Location
Information Server (LIS). The proposed addressing scheme
provides enough address space for the multi-hop WMN. The
fig. 2 depicts the details of address in proposed approach.

Latitude (4 Bytes) Longitude (4 Bytes)

Figure 2. Format of proposed Physical (MAC) Address [4].

In IPv4, the router processes the various options in the
packet header and in IPv6, the “options” are placed in
extension header(s). The proposed protocol adopts the
feature of extension header, and places the proposed
extension header in the later part of proposed packet header.
The length of proposed extension header is not constant and
may vary as per the user needs. However, the total number
of “options” in a packet is 40 bytes or more. The proposed
extension header in a packet will be processed when it
reaches to destination node. This strategy enhances the
throughput of router. The proposed protocol integrates all
features of IPv6 such as authentication and security
encapsulation along with reduction in address length. The
part of packet overhead that includes only extension header
and upper layer protocol is in the integer multiple of 8
octets. This alignment enhances performance when handling
subsequent extension headers. The authors review various
extension headers currently defined in IPv6 and propose a
new extension header for Destination Options.

Next Header (8)

Hdr Ext Length (8)

Suffix Length (8)

Variable length suffixaddress

Padding

Figure 3. The extension header for proposed addressing scheme.

The fig. 3 depicts the proposed extension header:
Destination Options suitable for proposed packet header.

The two fields Next Header and Header Extension Length
are similar to those in IPv6. The 8 bit Suffix Length defines
the total number of hosts/interfaces connected in given unit
area. Although, Suffix Length is 8 bits, it can be extended
further to fulfill the necessity. The variable length Suffix
Address is the absolute identifier used to identify a
node/interface on network.

Like DNS server, an application server is needed to
assign  Suffix Address to the node/interface. The
node/interface when accesses the LIS, the LIS makes an
record entry in application server. The record comprises of
two fields: the IP address and MAC address of
node/interface. The LIS also ensures that, for a given pair of
GPS coordinates, the first node receives only IP address in
proposed format. However, the subsequent nodes receive IP
address and respective Suffix Address.

IV. ROUTING MECHANISM AND NEIGHBOR DISCOVERY

Routing in proposed protocol is almost similar to IPv6
and IPv4 routing under CIDR. The extension headers
defined in IPv6 are suitable for proposed packet header and
hence the existing routing protocols can be used in proposed
multi-hop Wireless Mesh Network.

The proposed protocol ensures the reliable
communication by resolving various issues. The services in
proposed protocol to solve each of the issues are as below:

Router discovery — Locating available routers on the
proposed network.

Suffix Address— 1t is an optional part of logical address. It
can be used to identify the unique node in set of nodes under
given GPS coordinate.

Network Parameter — A node on network can determine
the link parameters and Internet parameters for effective
communication between nodes..

Address configuration — Nodes can request LIS (Location
Information Server) to get address and configure
automatically.

Address resolution — The address of a node comprises of
the proposed logical address (64-bit) and optional Suffix
Address.

Computing Next-hop — The routing algorithm performs
routing table lookup and finds the next node
(router/destination) that is nearest to destination.

Node unreachable — Each node can determine that a
neighbor is out of reach. If the neighbor is router, an attempt
to alternate default router can be made. Later, the address
resolution can be performed again for both routers and
hosts.

Duplicate address —The LIS performs mapping on
allocated address and node’s physical address. It then
ensures the unique address allocation to a node.

Redirect — A router/intermediate node performs the look
up on routing table and informs the next node so as to reach
a particular destination. This can be achieved based on
Suffix Address.

Table 2. Type and purpose of ICMP messages.
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Type Purpose
Router Host can send router solicitation when the interface
solicitation is enabled. It causes router to advertise immediately.
Router It contains suffix used for determination of node or

advertisement | auto-configuration of node, TTL and so on.

Neighbor To verify neighbor connectivity. Used for duplicate
collection address detection.
Neighbor

. Announcement of change in hardware address.
advertisement

It informs host to choose better path for a destination

Redirect on-link.

The neighbor discovery can be performed using Internet
Control Message Protocol (ICMP). The different ICMP
packets and respective purpose are listed in Table 2.

V. COMPARISON WITH IPV4

In the proposed protocol, the neighbor discovery protocol
comprises of three operations defined in IPv4 namely: ARP,
ICMP Router Discovery, and ICMP Redirect. The neighbor
discovery protocol detects the dead gateway thereby
avoiding the requirement of possible algorithm at each host.
It also provides all the improvements bundled in IPv6 over
the set of IPv4 protocols.

The base protocol includes Router discovery and the
Router advertisement contain MAC addresses. It also
resolves the router's MAC address. Configuring the subnet
mask is not required because the IP addresses are allocated
in geographical hierarchy. Routers can advertise an MTU
for nodes. The nodes in proposed network are synchronized
to use the same MTU. Multiple suffixes can be allocated
under same geographical location. Each host acquires the
available neighbor’s suffix.

Unlike IPv4, the recipient’s redirect message in proposed
protocol presumes that the new node is connected for packet
relay. In IPv4 protocol, based on network mask, if the next-
hop is not connected on network, the host ignores redirect
messages causing loss of packet. The process of Redirect in
proposed protocol is similar to the XRedirect facility and is
suitable for unicast and multicast.

The proposed protocol also focuses on detection of node
un-reachability, to provide improvements in network
efficiency. A node can change its MAC address if and only
if it is relocated. The proposed neighbor discovery protocol
detects partial link failures and propagates the traffic to
nodes with complete connectivity. The advertisement
packets sent by router does not define any preference.

The hosts in proposed network preserve the router
association based on hardware address for identifying
routers uniquely on the network. This feature is needed for
advertisement of routers and to airt the messages. In IPv4
network, the off-link nodes can transmit Internet Control
Message Protocol (ICMP) and messages of router
advertisement. In proposed protocol, the process of neighbor
discovery can be protected from attack (off-link nodes) by

possessing maximum hop limit of 255. Further, the security
mechanism can be used in address resolution at ICMP layer.

In the proposed protocol, the host does not maintain the
sequence of addresses and hence does not need general
function. The packet containing sequence of addresses is
formed. It is then secured and by appropriate mechanism
and delivered to respective node. This strategy ensures
nodes to trace the routes.

VL CONCLUSION

In this article, the authors highlight the significance of IP
address based on GPS coordinates and suitability of existing
routing protocols for the proposed multi-hop WMN. The
proposed addressing scheme also incorporates the various
features of IPv6 and hence advantages over IPv4.

Unlike IPv6, the proposed address length is 64 bit, the
number of nodes is not limited to 2°*. However, the number
of nodes on network can be increased by assigning Suffix to
cach IP address. The length of Suffix can be varied as per the
requirement.

The proposed model ensures the total number of nodes
accommodated per unit area is between 1 to 2" where n is
number of bits representing Suffix Address.

The proposed protocol can be simulated using the NS3
simulator.
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